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ABSTRACT- Distributed Denial of Service (DoS) attacks are widely known attacks on networks that deny service over
network. When such attacks use source address spoofing it is not easy to trace the source of attack. This is an open problem to
be addressed. The existing traceback scheme employed either packet marking or packet logging approaches. However, for
successful traceback, these schemes need large number of attack packets. To overcome this drawback Al-Duwairi and
Manimaran presented hybrid traceback schemes which combine both approaches. The schemes include Distributed Link-List
Traceback (DLLT) and Probabilistic Pipelined Packet Marking (PPPM). In this paper we implement the hybrid traceback
schemes presented by them using a prototype application which demonstrates the proof of concept. The empirical results
revealed that the proposed system traces back the source of attack effectively.

Index Terms —IP Traceback, address spoofing, Denial of Service attacks

l. INTRODUCTION

Adversaries make attacks by hiding their identity.
Being at a remote place they can make attacks
through some intermediate nodes. It does mean that
they employ source address spoofing while making a
Denial of Service attack [1], [2]. The advanced
version of DoS is known as DDoS which takes
advantage of address spoofing. When such attacks
are made, tracing the source of attack is difficult.
These are the attacks that deny regular services being
rendered over a network thus causing problems to
genuine users. The aim of attackers is to hide their
identity while causing problems to the victim.
History shows many such attacks and the impact of
them. Many root DNS server were under this attack
in October 2002 [1]. The process of identification of
source of attack packets is known as IP traceback.
The traceback will help to control such attacks. By
isolating attack sources it is possible to prevent DoS
attacks and also help in making intelligent packet
filtering techniques [3]. Due to the anonymous and
distributed nature of the attack, the DDoS is very
complex and difficult to traceback.

Generally, the traceback schemes put partial path
information into spoofed packets which is known as
packet marking. Another way the traceback schemes
follow is known as packet logging which stores
packet digests in the routers encountered on the way.
The problem with these schemes is that they do need
large number of attack packets and more resources to
trace back. Al-Duwairi and Manimaran [4] proposed

a novel traceback scheme that combines the both
approaches. They have built two new schemes known
as DLLT and PPPM. In DDLT hash based trace back
[5] and PPM [6] are combined. In PPPM pipelines
concept is used. These two approaches overcome the
drawbacks of traditional approaches.

In this paper we implemented the trace back methods
proposed in [4] using a custom simulator application.
The application demonstrates the proof of concept of
IP trackback. The remainder of the application is
organized into the following sections. Section Il
reviews literature. Section 111 provides details of
proposed  scheme. Section IV provides
implementation  details.  Section 'V  presents
experimental results while section VI concludes the

paper.

1. PROPOSED
SCHEME

TRACEBACK

This section provides details about the proposed
traceback scheme including problem statement, and
algorithm for two typesof schemes namely
Distributed Link List Traceback (DLLT) and
Probabilistic Pipelined Packet Marking (PPPM).
These concepts are briefly described here. However,
detailed information of DLLT and PPPM can be
found in [4]. The traceback problem is described here
as illustrated in figure 1.
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Fig. 1 —Traceback Problem Instance (excerpt from

[4])

As can be seen in fig. 1, between the source and
destination there are many routers found. Ai denotes
attacker and V denotes victim. Between the victim
and attacker there are ordered list of routers which
are denoted as Ril, Ri2, Ri3,and Rin. These routers
are used to define the attack path. Some assumptions
are made which are similar to the ones presented in
[7], [6] and [8]. Two schemes have been proposed
namely DLLT and PPPM.

Distributed Link List Traceback (DLLT)

“Store, mark and forward” is the approach followed
by DLLT. This scheme keeps track of the routers
which are involved in forwarding packets. This is
achieved by establishingtemporary links between the
routers in distributed fashion. Every router generally
marks the packet and forwards it. There may be a
case where a router may not be willing to mark
packet and forward it directly. With all the details a
linked list is created and maintained. This process is
illustrated in figure 2.

Packet digests are used to verify the forwarding of
packets by routers. The digests of packets are mapped
to specific storage locations. The algorithm for this
scheme is as given in fig. 3.

Marking and Storage Algorithm at Router I?

1) for each packet. PP
a) if (£7.marking flag == 1) Mark and Store ()
b) else
i) choose a random number » in [0. 1]
ii) #f ( # < g) Mark and Store (£?)
iii) else forward P

Procedure Mark and Store (Packet )

1) compute f1, (7). Ho(P). .... H;(IP)
2) for (i =1 to j)
a) if (Digests Array [/H;(F)] == 0) {index = i:
break:}
3) set Digests Array bits indexed by /1, (/7). H-(P).
e H;(P)

4) store the previous marking information of /> in the
MIT at location indexed by f{;,,..(F)

5) remark F. (.e.. P .Marking field = R. flip
£’ Marking flag. /2. .hash function number = index)

Marking information collecton reply

Attacker floods the victim

Fig. 2 — llustrates distributed linked list marking
(excerpt from [4])

As seen in fig. 2, the routers R2, R5 and R7 have
marked the packet x. The figure also shows the
victim making marking information collection
request and also corresponding response. Here the
linked list plays an important role in obtaining all
makers about packet. A probabilistic marking and
storage approach is followed by DLLT scheme.

Fig. 3 —-Marking and storage algorithm as per DLLT
(excerpt from [4])

As seen in fig. 3, the algorithm for marking and
storage is presented. This algorithm runs at router.
The algorithm invokes a procedure for mark and
store.

Probabilistic Pipelined Packet Marking (PPPM)

DDLT needs long time storage by intermediary
routers. This is its drawback. To overcome this
drawback PPPM [9] is introduced which makes use
of pipeline based packet marking scheme. The idea
behind this scheme is to transfer packet information
from one router another router using the packets that
follow the preceding packet. The scenario is as
illustrated in fig. 4.
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Fig. 4 —Pipelined-based packet marking (excerpt
from [4])

As can be seen in fig. 2, it is evident that the marking
scheme is changed here. There is buffer associated
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with each router. Marking information associated
with each packet is also shown.

1. EXPERIMENTAL RESULTS

We built a prototype application in Java platform.
The application is a custom simulator that
demonstrates the proof of concept. The experiments
are made with two marking schemes by name DLLT
and PPPM. The environment used for the
experiments is a PC with 4 GB RAM, Core 2 dual
processor running Windows 7 operating system. The
experimental results are presented as series of graphs
below.
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Fig. 5- A comparison between the number of packets
required by DLLT/PPPM and that required by PPM
Effect of marking probability, Attack path length

As shown in the above figure 5 represents the
horizontal axis represents marking probability while
vertical axis represents number of packets.
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Fig. 6 - A comparison between the number of packets

required by DLLT/PPPM and that required by PPM

Effect of attack path length.Marking probability was
fixed t0 0.2

As shown in the above figure 6 represents the
horizontal axis represents attack length while vertical
axis represents number of packets.
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Fig. 7 - Comparison between DLLT/PPPM and PPM
in terms of Path coverage ratio.

As shown in the above figure 7 represents the
horizontal axis represents number of packets while
vertical axis represents path coverage ratio.
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Fig .8- Comparisons between DLLT/PPPM and PPM
in terms of Average attack localization distance.

As shown in the above figure 8 represents the
horizontal axis represents number of packets while
vertical axis represents attack localization distance.
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Fig. 9 - Comparison between DLLT/PPPM and PPM
[6] in terms of Attack source identification
percentage.

As shown in the above figure 9 represents the
horizontal axis represents number of packets while
vertical axis represents detection percentage.

(AVA CONCLUSION

When DoS attacks employ source address spoofing
method, it is difficult to traceback the source of
attack. To identify such source of attack more
efficient tracebackschemes are required. The
existing IP traceback techniques follow either packet
logging or packet marking that cause overhead
besides the need for large number of attack packets.
To overcome this drawback Al-Duwairi and
Manimaran[4] proposed a hybrid model which
provides better performance in traceback. In this
paper we implemented the hybrid model using a
prototype application that demonstrates the proof of
concept. The experimental results revealed that the
hybrid traceback approach is effective inaccurately
finding the source of attack.
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