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Abstract—Most digital signature schemes have the common 

feature that they are based on a single cryptographic assumption, 
like integer factorization problem (IFP) or discrete logarithm 
problem (DLP). For example, RSA scheme is based on the IFP, and 
ElGamal scheme is based on the DLP. So far, these hard problems 
still cannot be solved efficiently and we believe that the schemes are 
secure. However, if these problems can be solved by an efficient 
method in the future, the associated cryptographic scheme will no 
longer be secure. Thus, people try to enhance the security of 
cryptographic schemes by constructing them based on multiple 
hard problems simultaneously. Recently, S. Vishnoi and V. 
Shrivastava proposed a new signature scheme which is based on 
factorization and discrete logarithm problem, denoted as V & S 
scheme in this paper. S. Vishnoi and V. Shrivastava claimed that 
their scheme is secure and its security is based on the difficulty of 
computing factoring and discrete logarithms. In this paper, we 
show that this scheme is not secure and is not based on any hard 
problems; a simple attack is given. 
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I. INTRODUCTION 
OST digital signature schemes have the common feature 
that they are based on a single cryptographic assumption 

[1], like integer factorization problem (IFP) or discrete logarithm 
problem (DLP). For example, RSA scheme [2] is based on the 
IFP, and ElGamal scheme [3] is based on the DLP. So far, these 
hard problems still cannot be solved efficiently and we believe 
that the schemes are secure. However, if these problems can be 
solved by an efficient method in the future, the associated 
cryptographic scheme will no longer be secure. Thus, people try 
to enhance the security of cryptographic schemes by constructing 
them based on multiple hard problems simultaneously. 

Integer factorization problem means that no efficient, 
non-quantum integer factorization algorithms known when the 
numbers are very large. The presumed difficulty of this problem 
 

 
is at the heart of widely used algorithms in cryptography such as 
RSA. 

Discrete logarithm problem is defined as: given a group G , a 
generator g  of the group and an element h  of G , to find the 
discrete logarithm to the base g  of h  in the group G . Discrete 
logarithm problem is not always hard. The hardness of finding 
discrete logarithms depends on the groups. For example, a 
popular choice of groups for discrete logarithm based 
crypto-systems is *

pZ  where p is a prime number. However, if 

1p   is a product of small primes, then the Pohlig–Hellman 
algorithm [4] can solve the discrete logarithm problem in this 
group very efficiently. 
 In 1988, McCurley firstly proposed a secret key distribution 
scheme based on the IFP and the DLP [5]. Later, many digital 
signature schemes based on the IFP and the DLP have been 
proposed [6-16]. However, to design such schemes is not an easy 
task since many of them have been proven to be insecure [8-11, 
13, 14, 17-24], or their security is not really based on two hard 
problems simultaneously. 

Recently, S. Vishnoi and V. Shrivastava proposed a new 
signature scheme which is based on factorization and discrete 
logarithm problem [25], denoted as V & S scheme in this paper. 
S. Vishnoi and V. Shrivastava claimed that their scheme is secure 
and its security is based on the difficulty of computing factoring 
and discrete logarithms. In this paper, we show that this scheme 
is not secure and is not based on any hard problems; a simple 
attack is given. 

The paper is organized as follows: In Section 2, we review the 
V & S scheme. In Section 3, we will propose a method which 
forging the signature of the V & S scheme and verify it. Finally, 
in Section 4, we conclude the paper. 
 

II. Review of the V & S Scheme 
There are three phases in this scheme: key generation, signature 

generation, and signature verification. The following parameters 
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and notations will be used throughout the scheme unless 
otherwise specified: 

 such that computing  : is a large prime discrete logari   thmsp

 modulo  is diffic  ult.p  
 1 1 : is the product of two safe prime  and  such thatn p q  

.p n  
 (.) : is a Euler-phi function.  
 gcd( , ) : is the greatest common divisor of  and .a b a b  
 

*  : reduced set of residues modulo .nZ n  
 (.) : is a one way hash function.H  

 
1 is the multiplicative inverse of  with respe  : t  ct oz z

 
mod  ( -1)p . 

A. Key Generation 

 Calculate 1 1( ) ( 1) ( 1)n p q      
 Choose random numbers k  and v  such that 1 ,k v 

1p  . 
 Choose random numbers ,x r  and b  such that 1 , ,x r

1b n  . x  should be relative prime to (n)

  (i.e. gcd , (n) 1)x    

 Choose a primitive root g  in *
nZ  

 Calculate c such that 1 mod xb c n   
 Calculate , ,u w t  and y  as follows: 

 mod ,ku g p  1 
 mod ,vw g p  

 mod ,wt u p  2 
 mod .xy r n  

 Public key is ( , , )x c g  and private key is ( , , , , ,k v u w b
).r  

B. Signature Generation 
Step-1: 

Choose an integer z  such that 1 ( 1),  gcd( ,z p z  
1) 1p   . z  should be different for every message m  and is 

not public.  
 
Step-2: Calculate 

 mod  ,zh g p  
 mod ,ht w p    

 
1The original paper is  mod xu g p , but we can see that this is a clerical 

error by studying “Proof of Correctness.” 
2The original paper is  mod xt u p , but we can see that this is a clerical error 

by studying “SECURITY ANALYSIS.” 

 ( )  mod ,H mf r b n   

 1( ( ) )  mod  ( -1)s H m kw hv yz z p      

 
If 0t   and/or 0f   and/or 0s   then repeat step 1 and 2 

else tuple ( , , , )h f s  is the signature of m. 
Here kw , hv are additive inverse of  kw  and hv  

respectively.  
C. Signature Verification 
 Calculates ( )H m  using the received message m  at 

receiver's end. 

 If 
( )( ) (  mod  )  mod 

x H mH m f c n sg h h p    then the 
signature is valid else reject the signature. 

III. SECURITY ANALYSIS OF THE V & S SCHEME 

This section shows the V & S scheme can be forged and 
without solving any hard problems. The forged methods and 
proofs are as follows: 

A. Forge Signature Method 
An adversary (Adv) tries to forge someone’s signature of 'm  

successfully. He just follows the steps and without solving any 
hard problems. 

 
Step-1: Choose an integer 'z  such that 1 ' ( 1),  gcd(z p  

', 1) 1z p   . Calculate 
''  mod  .zh g p  

 
Step-2: Choose an integer '  such that 1 ' -1.f f n   
 

Step-3:  ( ')( ')  mod  
' '  modCalculat   .e

x H mf c n
h p


  

 
Step-4: 1' ( ') (C ')  modalcula   1t -e .H m zs p   
 
Finally, ( ') ( ',  ',  ',  ')Sig m h f s  

B. Proof of Correctness 
According to the verified equation: 

( )( ) (  mod  )  mod 
x H mH m f c n sg h h p    

L.H.S. 
 ( ')' ( ')  mod  ( ')  mod  

x H mz f c nH mg g p
 

   
 ( ')( ') ' ( ')  mod  

 mod  
x H mH m z f c n

g p
  

  
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R.H.S.  
 ( ') 1( ')  mod  ' ( ') ( ')'  mod  

x H mf c n z H m zh g p
     

 ( ')' ( ')  mod  ( ')  mod  
x H mz f c n H mg g p

 
   

 ( ')( ') ' ( ')  mod  
 mod  

x H mH m z f c n
g p

  
  
Therefore, L.H.S. is equal to R.H.S. 

IV. CONCLUSION 
In this paper, we first reviewed the V & S scheme, and then we 

gave a method can forge the signature of the V & S scheme. 
Finally, we derived from formula to prove the validity of this 
method. According to the above paragraphs, it is evident that the 
V & S scheme is insecure. Anyone can forge the signature easily 
and verify successfully does not have private key. 
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