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Abstract: A distributed denial of service (DDOS) is an 
attack which makes a computer system or network 

incapable of providing normal services. DDoS attacks are 

one of the oldest threats on the IT security landscape. They 

can be used to bring down Internet-facing business services 

and cause general havoc for any organization and its IT 

security staff. But despite having their roots in the past, 

DDoS attacks are still prevalent and devastating today, 

making the case to implement a dedicated mitigation 

solution to combat them stronger than it’s ever been. The 

rigorous survey presented in this paper describes a 

platform for the study of methods of DDoS attacks and 

their defense mechanisms. 
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                         I.  INTRODUCTION 

      Distributed Denial of Service (DDoS) attacks are a 

type of attack launched by perpetrators so that Internet 

resources and services are unavailable to legitimate 

users. To set up a DDoS attack network, the perpetrators 

or the attackers gain accessibility of large number of 

systems in the internet by exploiting their software 

vulnerabilities. These vulnerable systems are then used 

to initiate an organized attack against one or more 

victim systems [1, 2].  
          

 
 
 
 
 
 

 

DDoS 
attacker Vulnerable system    Target server 
   

 

                                                                                                       Vulnerable system 

          Fig. 1: DDoS attack scenario 

The scenario shows the DDoS attacker first selects 

the vulnerable systems which will be used to perform 

the attack [5]. Then DDoS attackers exploit the 

vulnerabilities of the selected systems and incorporate 

the attack code in such a way that the attack code can be 

sheltered from discovery and deactivation. After 

recruiting enough machines the attackers use the 

communication channels to activate the coordinate 

attack by sending a large number of requests through the 

network. The   target server’s network gets busy and 

then it will not respond to its genuine users and will not 

be able to provide services to the legitimate users. 

II. LITERATURE REVIEW 

A. Why DDoS?  

    The DDoS attackers perform the attacks for one 

or the other following reasons [3]. 

1) Profit: The one and easiest motivation is the 

aspiration to get profit from the targeted 

organization. The DDoS Attackers know that 

they can often extract money from an 

organization using the threat of a DDoS attack. 
2) Hack: Hacking has become increasingly 

popular and DDoS attack actions are often 

performed by groups that want to damage 

organizations or individuals that disagree with 

their social, political or religious beliefs. 

3) Dispute: DDoS attacks are used during disputes 

between one another. Online gamers often use 

short DDoS attacks to disturb their rivals. 
4) Involuntary Outages: Unintended floods of 

traffic to a website can often have the same 

effect as that of DDoS. This may happen when 

a smaller organization is marked in a major part 

of news and users flock to their websites as a 

result. 

B. Outcomes of DDoS:  

1) Income Loss: Internet dependent Businesses 

and services are undoubtedly has the most to 

lose in case of a DDoS attack.  
2) Production Loss: An organization’s workforce 
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unavoidably experiences a nontrivial drop in 

production when business systems are down. 

3) Impact and Cost: Any organization’s period of 

downtime affects its bottom line. Often 

prolonged characteristic of DDoS attacks are 

damaging for organizations. When a DDoS 

attack is encountered the companies need to 

concern themselves with other important 

considerations along with the obvious financial 

implications [3].  
4) Popularity Damage: Popularity damage is a 

significant DDoS attack consequence. After a 

DDoS attack customers lose confidence in the 

brand and think twice before shopping there in 

the future[3]. 

 
              III.   DDOS ATTACK TECHNIQUES 

      The DDoS attacks can be carried out by collapsing 

two major factors: bandwidth and network resource. 

Collapsing the bandwidth is usually termed as 

bandwidth exhaustion. This kind of attack is designed to 

burst the target network with useless traffic that avoids 

genuine traffic from reaching the target/victim system. 

Collapsing the network resources is usually termed as 

resource exhaustion. This kind of attack is designed to 

bind the resources of a target system, so that resources 

are unavailable to the genuine users furthermore. 

The attacks on bandwidth exhaustion can be categorized 

further as shown below [1]. 
 
      Bandwidth Exhaustion   

         

  Flood attack  Reflect attack 
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        Fig. 2: Classification of bandwidth exhaustion attacks 

 
      Flood Attack: In this type of attack, vulnerable 

systems burst the target system directly with IP traffic. 

The huge amounts of traffic exhaust the target systems 

network bandwidth so that other valid users are not able 

to access the service or experience severe slow down. In 

these attacks normally, ICMP echo request/reply and 

UDP packets are used [8]. 
ICMP echo request/reply: A flow of ICMP 

packets are passed to a target system’s IP address which 

make the target system to reply and the combination of 

such traffic saturates the bandwidth of the target 

system’s network connection. The source IP address 

may also be spoofed. 
UDP floods: A flow of UDP packets are 

passed to the target system’s IP address which causes 

the target system to process the incoming packets to 

determine which applications have requested data. If the 

target system is not running any applications on the 

specified port, then the target system will send back an 

ICMP packet to the sending system indicating a message 

“destination port unreachable” [8]. 
Often, the DDoS attacking tool spoofs the source IP 

address of the attacking packets. This aids to hide the 

identity of the vulnerable systems and it also ensures 

that return packets from the target system are not sent 

back to the vulnerable systems, but to another system 

with the spoofed address. 

 Reflect Attacks: In a  DDoS reflect attack, a 

sending system is allowed to specify a broadcast IP 

address as the destination address rather than a specific 

address which instructs the routers servicing the packets 

within the network to pass them to all the IP addresses 

within the range of broadcast address. 

Smurf Attacks: In a DDoS Smurf attack, a 

network amplifier is sent packets with the return 

address spoofed to the target system’s IP address by a 

DDoS attacker [14]. These packets request the network 

amplifier to generate an ICMP ECHO REPLY packet 

[9,10]. The amplifier sends the ICMP ECHO 

REQUEST packets to all of the systems within the 

broadcast address range and each of these systems will 

return an ICMP ECHO REPLY to the target system’s 

IP address.   

Fraggle Attacks: in a DDoS Fraggle attack the 

attacker sends UDP ECHO packets to a network 

amplifier. The UDP Fraggle packet will address the 

character generator [11] in the systems reached by the 

broadcast address to generate a character to send to the 

echo service in the target system, which will resend an 

echo packet back to the character generator and the 

process repeats. 
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The attacks on resource exhaustion can be categorized 

further as shown below [1]. 
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Fig 3: Classification of Resource Exhaustion Attacks 
 

 Protocol Exploit Attacks: These type of 

attacks make use of loopholes in the communication 

protocol to perform the DDoS attacks. 
 

TCP SYN Attack: in this TCP SYN attack the 

sender sends large amount of TCP SYN requests with 

spoofed source address to the receiver. If these half-

open connection tie up resources on the server those 

resources may end up denying services to the valid user 

connection requests. 
 

The PUSH + ACK Attack: In this attack the 

attacking agents send TCP packets to the target system 

with the PUSH and ACK bits set to one which instruct 

the target system to flush all data in the TCP buffer  and 

to send an acknowledgement when done. If this process 

is repeated with multiple agents the receiving system 

cannot process large volume of incoming packets and it 

will crash. 

 Malformed Packet Attack: This attack is 

referred as ping of death (POD) is a type of attack on a 

system that involves sending a malicious ping to a 

computer. The two types of malformed packet attacks 

are IP address attack and IP packet option attack. 

  IP address attack: In this attack the IP packet 

has both source and destination IP addresses as same to 

confuse the operating system of the target system and to 

crash it. 

IP packet options attack: In this attack the 

optional fields within an IP packet are randomized and 

all quality of service bits are set to one so that additional 

processing time is used by target system to analyze the 

traffic.  To bring down the processing capability of the 

target system this attack is multiplied using enough 

agents. 

             IV.   DDOS ATTACK TOOLS 

A number of common software characteristics are used 

as a DDoS attack tool. These characteristics include 

agents setup and activation, communication between 

attackers, handlers and agents and operating systems 

(OS) supported [3]. 

A.  Agent setup and Activation: Attackers use 

either active or passive methods to install 

malicious code onto a vulnerable system. 

Passive method: In Passive methods the vulnerable 

systems unknowingly causes the DDoS agent software 

to be installed by opening a corrupted file or visiting a 

bugged web-site. 

Corrupt file: The target system becomes 

infected with the malicious code [14] when it tries to 

open corrupted file. The corrupt file is generated as a 

text file with the name of the binary executable code and 

a DDoS agent software embedded within it [17].  
Bugged web-site: This is created with 

commands or code to catch a target system with the help 
of loophole found on web browsers [16]. The DDoS 
agent code is stealthily installed when the target 
system’s web browser opens the web page. 

Active method: In Active method first the attacker 

scans the network to find systems with known 

vulnerabilities. After identifying such systems, scripts 

are run to enter into the system and DDoS agent 

software is installed stealthily.  
Trojan horse program: This is a vulnerable 

program [14] which appears to perform a useful 

function, actually contains hidden code that either 

executes malicious acts or provides a backdoor for 

unauthorized access to some privileged system function.  
 

Buffer overflow: This is common software 

vulnerability. A buffer overflow is an attack that sends 

more data into the buffer than the size of the buffer. This 

causes the extra data to overwrite other information 

adjacent to the buffer in the memory stack, such as a 

procedure return address [15]. This can cause the 

computer to return from a procedure call to malicious 

code included in the data that overwrites the buffer. This 

malicious code can be used to start a program to provide 

access to the target system so that the attacker can install 

the DDoS Agent code. 

B. Communication Network: 
    The DDoS attack agent, vulnerable system and target 

systems use ICMP, TCP, and/or UDP communication 
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protocols. In DDoS agent attacks encrypted 

communications might be used either between the target 

system/vulnerable system and/or between the vulnerable 

system-DDoS attack agents. In IRC-based DDoS attacks 

either a public, private, or secret channel might be used 

to communicate between the DDoS attack agents and 

the vulnerable systems.  DDoS agent activation can be 

done in two ways. The DDoS attack agents may actively 

poll the vulnerable systems or IRC channel for 

instructions, or DDoS attack agents will wait for 

communication from either the vulnerable system or the 

IRC channel.  

C. Supported Operating Systems : 
 
    DDoS attack tools are typically designed to be 

compatible with different operating systems (OS) such 

as Unix, Linux, Solaris, or Windows. The DDoS attack 

agent code is designed to support an OS of a server or 

workstation at either a corporate or ISP site.  

         V.   DDOS DEFENSE MECHANISMS 

A number of defense techniques exist to defend 

against the DDoS attack which can be broadly 

classified into preventive, defensive and post-active 

methods.   
A.  Preventive methods: 
1) Prevent vulnerable systems: First the formation of 

DDoS attack network is to be prevented including 

vulnerable systems then DDoS attack agents are to 

be detected [13] and neutralized. The computing 

systems central software and hardware must 

provide protection against inclusion of DDoS agent 

code through buffer overflow violations [18]. The 

traffic patterns and communication protocols 

between vulnerable systems and target system or 

vulnerable systems and DDoS attack agents are 

studied to find network nodes that might be infected 

with DDoS attack code. Since there are far fewer 

DDoS handlers deployed than agents, shutting 

down a few handlers can render multiple agents 

useless thereby neutralizing a DDoS attack.  
2) Security of systems: To prevent DDoS attacks the 

individual or network service providers should use 

rigid policies such as fragmenting the network into 

domain and applying token systems on security to 

be more secure so that the attackers find it difficult 

to capture vulnerable systems.  

3) Identify legitimate user: Since DDoS attacks often 

use spoofed IP address there is a good probability 

that the source address of a valid user on a specific 

sub-network will not be used as the source address 

of DDoS attack packet. IP packet headers leaving a 

network are verified to see if they match certain 

criteria to be routed outside of the sub-network 

from which they originated Otherwise the packets 

will not be sent.  

B. Defensive Techniques: 
     These are described in two phases: Detection 

and Mitigation. To enhance the security of the 

network or the server, the attack must have to be 

recognized and take further step to stop these 

attacks. 
1) Detection can be done in two ways. Signature 

based detection and anomaly based detection. 
 

Signature based detection: In a network the 

entrance router or switch is provided with the 

pattern of incoming packets [19], such that 

fields like port number, identification number 

etc are checked in the incoming packets to 

detect the attack. 
 

Anomaly based detection: This method 

observes the normal behavior of the traffic and 

compares it with the incoming traffic to 

evaluate the difference to detect the DDoS 

attack.  

2) Techniques for mitigation are divided into two 

categories: fault tolerance and Quality of 

Services.  

Fault tolerance can be maximized by 

duplicating its resources and diversifying its 

access points so that a network can continue to 

offer its services by other network link even 

after congesting one network link [7]. 
Quality of service (QoS) assures ability of a 

network to deliver predictable output and 

service for certain type of application and 

traffic under attack situation. 

  
C.  Post-active techniques:  
    If traffic pattern data is stored during a DDoS 

attack, this data can be analyzed post-attack to look 

for specific characteristics within the attacking 

traffic. This characteristic data can be used for 

updating countermeasures to increase their 

efficiency and protection ability.  
1) Traceback:  

 
    It is a technique for locating the agent machines 
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making the DDoS attacks. It helps a victim to 

identify the network paths traversed by attack traffic 

without requiring interactive operational support 

from internet Service Providers [6, 21]. 

Additionally, when the attacker sends vastly 

different types of attacking traffic, this method 

assists in providing the victim system with 

information that might help develop filters to block 

the attack.  
2) Traffic Pattern Analysis:  

             If traffic pattern data is stored during a DDoS 

attack, this data can be analyzed post-attack to look 

for specific characteristics within the attacking 

traffic [22]. This characteristic data can be used for 

updating load balancing and throttling 

countermeasures [20] to increase their efficiency 

and protection ability. Additionally, DDoS attack 

traffic patterns can help network administrators 

develop new filtering techniques for preventing 

DDoS attack traffic from entering or leaving their 

networks.  
3) Event Logs:  

 
    Network administrators can keep logs of the 

DDoS attack information in order to do a forensic 

analysis and to assist law enforcement in the event 

the attacker does severe financial damage. Using 

both Honeypots as well as other network equipment 

such as firewalls, packet sniffers, and server logs, 

providers can store all the events that occurred 

during the setup and execution of the attack. This 

will allow the network administrators to discover 

what type of DDoS attack (or combination of 

attacks) was used. 

 
VI.   CONCLUSION 

     DDoS attacks are quite advanced and use powerful 

methods to attack a network system to make it either 

unusable to the legitimate users or downgrade its 

performance. They are increasingly mounted by 

professional hacks in exchange for money and benefits. 

This paper gives a survey of various kinds of DDoS 

attacks techniques and methods to handle them. It helps 

to give a basic idea of the techniques to the researchers 

who want to get started his research work from network 

security. 
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