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abstract— Preserving data privacy is among
the key challenges that still hamper answer-
ing business data integration needs in many
sectors, including healthcare, e-commerce, and
e-government. This paper aims to investi-
gate the current issues and different privacy
preservation approaches in the context of ser-
vice oriented architecture (SOA) and cloud
environments. We try to articulate and cat-
egorize the relevant work that has been done
and identify important features that have led
to improved privacy in these contexts. An
understanding of the research issues associ-
ated with these areas may enable better de-
velopment of these systems and reflect on
open issues and future possibilities of explo-
ration.
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1. INTRODUCTION TO SOA AND CLOUD

COMPUTING

Cloud computing technology is a new concept of
providing scalable and virtualized resources. It uti-
lizes SOA in order to provide end-user a reduced in-
formation technology overhead, on-demand service,
reduced total cost and many other things. Yet, this
shift results in new security and privacy issues. Per-
haps the major concerns about cloud computing are
security and privacy of both data and users.

Security means the protection of data against the
risks of destruction, loss, forgery, modification, ac-
cess or other unauthorized usage. For this: access
control, identity management systems and auditing
services are employed. Additionally, the distributed
nature of cloud environment requires paying atten-
tion to different contexts for securing data during
communication ”in transit”’, storage ”at rest”’ and

M4y

processing ”‘in use”’[85], [70]. Securing data in tran-
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sit (transmission) needs utilizing protocols for se-
cured communication channels (i.e. SSL) [131] while
traditional symmetric and asymmetric encryption
techniques can be utilized for securing data in stor-
age ”at rest”[136] [120]. However, neither symmet-
ric nor asymmetric encryption is sufficient for se-
curing data in use that is when searchable and ho-
momorphic cryptography comes into picture[132],
[79].

On the other hand, data privacy definition can
vary as some goes with defining privacy as equiva-
lent to confidentiality, while others contradicts that
and distinguish privacy and confidentiality. As con-
fidentiality is defined as ’how personal data col-
lected for approved social purposes shall be used,
what other secondary uses may be made of it, and
when user consent will be required for such uses’
whereas information privacy is 'the question of what
personal information should be collected or stored
at all for a given function’ [139] [107]. Thus, privacy
protects access to the person, whereas confidential-
ity protects access to the data. Moreover, privacy
includes protecting user identity and sensitive in-
formation against abuse or leakage by other users
or service providers [135] [116]. This implies having
control over data storage, communication and ac-
cess and requires some confidentiality rules to guar-
antee authorized access which indicates that privacy
partially overlaps confidentiality.

In this paper, issues related to privacy preserva-
tion are alone investigated. We try to articulate the
different scenarios of interaction between the three
main players (Data owner - Service provider and
user) via the privacy concerns. Also, we try to dis-
cuss the Pros and Cons of current methods in each
scenario.The rest of this paper is organized as fol-
lows:

Section 2 presents an introduction to privacy chal-
lenges in the cloud and try to provide an insight into
the issues regarding both data and users privacy. in
section 3, we shed some lights on some of the chal-
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lenges and open issues of preserving privacy in cloud
environment. We conclude our survey and present
some of the open issues in privacy preservation in
the cloud in section 4.

2. PRIVACY CHALLENGES IN THE CLOUD,

Data in the context of SOA and cloud are mainly
available for access/querying via services or may
be outsourced to be managed and/or processed by
other service provider. This gives data owner relax-
ation from the responsibility of data storage and/or
processing. However, the more customers give up
control of their data, the more they are becoming
worried about sensitive information disclosure or
abuse specially when speaking about applications
that run fully in the cloud (SaaS apps). According
to www. cloudtaronomy.com among the top applica-
tions include: Billing services , CRM applica-
tions, Enterprise resource planning (ERP),
Health care systems, Financial applications
and Personal productivity services. These ap-
plications,among others, increasingly collect data
and can release some of these data to be publicly
available for analysis purposes which necessitates
careful consideration of privacy concerns. Investi-
gating those issues requires first introducing differ-

ent parties involved which are: data owner, user/client

and service provider.

1. Data owner: who may be an individual /person
to whom the data relates or an institution (e.g.

medical, financial...etc) which outsources database

as a shared resource for a set of privileged users
or for public use as in research. The owner
main privacy concern is to protect data against
both users and service providers while benefit-
ing providers storage/computational services.

2. Users/clients: who are trying to access/query

data via services. Users’ main privacy concern
is to protect their identities, sensitive infor-
mation and queries against disclosure. Thus,
a query on a data set need to be evaluated
without either data owner or service provider
reveal query or link it to user.

3. Service provider: athird party or outsourced
supplier that provides both data owner and
user with services (i.e. application, storage,
processing, communication...etc).

In the context of privacy cloud computing raises a
number of interesting issues. Some of those chal-
lenges are related to preserving data privacy while
the others are related to user privacy. We will begin
our investigation by issues regarding data privacy.
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2.1 Preserving data privacy

Sensitive data and resources must be protected

against analytical attacks from both users and providers

if any. In order for any system to maintain privacy
in the cloud environment, it usually has one or more
f the following issues: Privacy of data/resources
while enabling access/querying and Secure merge
of data sources and secure multiparty computation.

1. Privacy of data/resources while enabling
access/querying: In the context of cloud,
data are stored as database records or as shared
resources. These stored data has an owner/s
and users with different access privileges. For
this sake, access control mechanisms are used
to protect data against unauthorized access.
However, access control only enforces autho-
rization with no guarantee of protection against
sensitive data disclosure that is why privacy
aware access control techniques are required to
guarantee an acceptable level of privacy while
supporting fine-grained access for the shared
data[148] [7] [106] [72]. They are mainly based
on access control lists and policies (access con-
trol/release policies) that contains users’ (iden-
tities, roles, attributes...etc) and actions al-
lowed/disallowed on data. Different types of
access control techniques can be utilized (i.e.
role-based access control, attribute-based ac-
cess control..etc) [15] [100] [49] [26] [125]. Dif-
ferent issues regarding these systems were sub-
ject to investigation. A main issue was the pol-
icy enforcement assuming that it is the data
owner’s responsibility which no longer holds
for outsourced data. Additionally, Access con-
trol techniques may be subject to attacks by
malicious users/software that is why privacy
preserving data release techniques must be uti-
lized in correlation with access control[55] [124]
[94] [54] [112].

2. Secure merge of data sources and secure
multiparty computation: In the context of
SOA and cloud computing multi-parties may
be involved. Multiple data owners may need
to share data, data fragments may be stored
at different locations and those owners eventu-
ally need to collaborate for query processing.
In such context, owners are interested in se-
curing data against both users as well as other
collaborative parties. Secured and privacy pre-
serving collaboration and merging must be en-
sured. This shall not be an issue under the
assumptions trustful parties, However, work-
ing with mistrust requires careful considera-
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tion. Techniques to ensure that none of the
collaborative parties is able to learn anything
about any other party’s data need to be uti-
lized [149] [144] [74] [75] [73].

In conclusion, choosing the appropriate technique
for privacy preservation includes considering the re-
quirements of different contexts, is the data stored
in-house or outsourced (off-site). Is it a single party
or multiparty environment and finally is environ-
ment trusted or untrusted as shown in Fig.1.

1. In-house - single party scenario: this is
the simplest scenario where owner has full con-
trol over his data in terms of storage and pro-
cessing. Access control policies can be uti-
lized for this scenario to enforce authorization
however as we previously indicated, for bet-
ter privacy guarantee, privacy preserving data
release techniques need to be utilized addi-
tionally. There are two fundamental settings
for data release non-interactive and interac-
tive. In the non-interactive setting, database
is anonymized /sanitized before it is published.
In the interactive setting, data are released
and user queries are processed against data,
privacy preservation techniques are applied on
the results before they are sent to client.

In non-interactive setting, privacy preserving
data release/publishing techniques can be used[55]
[30]. Those techniques mainly try to transform
raw data into a immunized version against dis-
closure while enabling effective data analysis
tasks. These techniques either pre-compute
statistics/ aggregations and release them in-
stead of data or release an anonymized ver-
sion of data so that personal information can
not be identified [58] [114] [111] [152]. On the
other hand, in interactive setting a database of
sensitive information is available for querying,
and only privacy preserving answers to queries
are released interactively instead of publish-
ing views[137, 150]. For this sake, many tech-

to public which enables usage while provid-
ing some level of privacy for sensitive infor-
mation[152] [127]. Anonymization techniques
mainly place a condition on the released data
so that to guarantee that released records are
indistinguishable from each other within a dataset
or class. Anonymization techniques are suit-
able for both non-interactive and interactive
setting. There has been a lot of research on
anonymization techniques, those techniques are
based on generalization, suppression[69] [69]
[95] [99] [142] or statistical methods (i.e. swap-
ping, randomization, noise...etc) [41] [23] [80].

The most widely used anonymization techniques
include k-anonymity, I-diversity, t-closeness...etc.
However, various types of attacks are addressed
for each of these mechanisms. For instance k-

anonymity is subject to algorithm-based breaches[140,

71, 141] and background knowledge attack which
was addressed in l-diversity [98]. However, 1-
diversity is on the other hand subject to skew-
ness and similarity attack. that is when T-
closeness came [91] as skewness attack immune
mechanism, whereas, enforcing t-closeness can
damage the correlation between quasi-identifiers
and sensitive attributes which requires require-
ment relaxation but that may increase the risk
of skewness attack [99] [55] [110] Many varia-
tions of those mechanisms were proposed to
address different issues[43] [44].

Thus, to address the former issues of anonymiza-
tion some went with the usage of probabilis-
tic privacy models, namely differential privacy.
Differential Privacy is mainly a condition on
the release mechanism that for any two close
datasets (differ only in a single data record)
a differentially private data analysis algorithm
will behave almost the same[46] [146]. This
means that the presence or absence of an in-
dividual will not affect the final output of the
query significantly. It provides a strong guar-
antee with no assumptions about background

niques can be utilized such as sanitization/anonymizationknowledge of the adversary in addition to their

[35], differential privacy [89] [146] [92] [62], dis-
association [130].

Data anonymization is the process of eliminat-
ing tracks on data that would lead sensitive
information disclosure. This can be achieved
by removing the unique identifiers and han-
dle quasi-identifiers that may lead to unique
identification of individuals [152] [111]. Thus,
anonymization uses means of data generaliza-
tion, suppression, permutation and perturba-
tion...etc. to change data before releasing it

immunity to algorithm-based attacks[46] [71].
Differential privacy was first used for the in-
teractive setting of data release[89] [92] [62],
however, some work proved its suitability for
non-interactive data release[87] [103] [104] [31].

Traditional differential privacy algorithms rely
on adding controlled noise to functions, the
added noise is either generated in a domain in-
dependent way (laplacian, gaussian...etc) [47]
[143] [46] or adapted to the input data and
to the given query[88] [90] [56]. The added
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Figure 1: Scenarios for Preserving data privacy

noise is mainly proportional to query sensitiv-
ity, thus privacy here comes at the price of
inaccuracy of sensitive queries/analysis tasks
which makes it insuitable for some application
(e.g. health care...etc) [39]. that is why some
argued that adding noise to output makes no
sense. Instead, other methods that can pro-
duce a range of outputs from which an output
that is close to the optimal is then chosen[102].

In short, preserving in house data requires uti-
lizing one or more of the former techniques
in order to limit sensitive information disclo-
sure while carefully considering the balance
between privacy and utility.

. In-house - multiparty scenario: This sce-
nario includes multiple data owners who have
full control over their data in terms of storage
and processing. However, they are distrust-
ful parties who are interested in jointly exe-
cuting queries/tasks without having to share
their data[147] [61]. For this scenario, secure
service composition, merge and access of data
sources is needed. This can be achieved either
via a trusted third party for query processing
and/or secure service composition[48] [5] [12]
[13] or by providing a secure multiparty com-
putation systems[33] [24].

Trusted third party (TTP) acts as mediator to
facilitate interactions between the parties who
do not trust each other while accepting the
third party and trust that it does not have any
commercial interest in the transactions/data[1]

ISSN: 2231-2803

[82] [134]. Each data owner can send data
to a TTP which performs the required tasks.
This constitutes no problem if the third party
was honest, but there is always the possibil-
ity that the third party may be semi-honest
(aka honest-but-curious) follow the protocol
while trying to learn more from data or ma-
licious to deviate from the protocol deliber-
ately. That is why TTP can be an ideal ap-
proach to support collaborative tasks assum-
ing an honest third party or in case that shared
data are not sensitive. However, some consider
TTP as security and privacy hole which neces-
sitates risk assessment to avoid privacy threats
of system entities. Additionally, using a single
TTP is a centralized approach which means
compromised privacy in case if the Trusted
Third Party is compromised[58]. Thus, uti-
lizing TTP requires trust management mech-
anisms and protocols that can identify TTPs,
characterize them and estimate their risks to
improve trust[113] [118]. Unfortunately, trust
issues require further investigation which lies
beyond the scope of this paper.

In case of semi-honest or malicious party, sen-
sitive data should not be revealed to any party

including the TTP (e.g. sales analysis, stocks...etc)

as data disclosure can have a negative impact
on data owner. To mitigate these considera-
tions, multiparty computation techniques can
eliminate the need for a trusted third party.
But since data owners in MPC are distrustful,
finding a secure protocol for privacy-preserving
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query processing is a major requirement. Se-

cure multiparty computation (SMPC) aims mainly

to enable joint computation over inputs, while
preserving inputs privacy. it is closely related
to the idea of zero knowledge as each party
learns only the answer not the inputs of any
other party[45] [33].

Different secure multiparty computation pro-
tocols were proposed to support different types
of queries (i.e. union, intersection and ag-
gregation)[52] [97] [62] [122] [123]. For pri-
vacy guarantee, owners may employ interac-
tive data release techniques to anonymize data
so that no other party actually knows them.
For instance data owners can use anonymiza-
tion techniques to release an anonymized ver-
sion of their data or anonymized result for the
posed query [76] [77] [128]. Additionally, some
protocols uses boolean or arithmetic circuits to
secure evaluation of functions [37] [68]. Others
try to address complexity and computational
overhead that make them slower compared to
using trusted third party. Moreover, hetero-
geneity is another challenge for SMPC which
requires more investigation[78] [45].

. Outsourced data: In this scenario, a service
provider offers data storage and/or manage-
ment services to data owner with mechanisms
to create, store, update and query data. The
main consideration is that data owner needs
to have full control over data while protecting
privacy. One important factor to be consid-
ered is the nature of the cloud environment
(i.e. private, community, hybrid or public) or
we can simply categorize it as either trusted
or untrusted environment. Determining the
environment helps to identify the privacy con-
cerns that may require additional mechanisms
to handle. For instance, in trusted environ-
ments(i.e. private clouds) owner has to pay
more attention at data protection against users
since owner controls and runs his own trusted
cloud. Those techniques include the usage of
the interactive/non-interactive privacy preserv-
ing data release techniques (i.e.anonymization,
differential privacy...etc) [55] [142] [30] [58]

However, moving to untrusted environment(i.e
public, hybrid clouds...etc) requires - in addi-
tion to protection against data users - extra
mechanisms to protect against service provider
as well. Techniques for non-interactive data
release can be utilized so that data can be
fragmented, disassociated or anonymized be-
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fore being moved to the cloud[57] [152]. How-
ever most owners find encryption to be a better
solution for keeping data protected. As adver-
sary can access data but can not learn any-
thing since he does not have access to the de-
cryption key. But encryption limits provider’s
ability to perform computation over data as
this needs a closer look inside data which threat-
ens both confidentiality and privacy.

The traditional solution is to ship data entirely
to user for local decryption and query compu-
tation. This solution threatens both data con-
fidentiality and privacy as user might not be
authorized to access the entire data set. Thus
instead of this all-or-nothing access fashion,
a more realistic solution is to use functional
encryption techniques which provides policy-
based encryption and cryptographic enforced
access control[21] Funcencrypnewvision [84]. These
techniques utilize secret keys to enable key holder
to access/decrypt only a specific portion of en-
crypted data. Functional encryption includes
both identity-based encryption (IBE) [121] and
attribute-based encryption (ABE) where data
is decrypted only to user who has certain iden-
tity /attributes[63] [86]. These methods require
additional consideration of policy enforcement
responsibility as well as the handling threats
to user identity privacy which will be investi-
gated in more details in the subsequent sec-
tion. On the other hand, these solutions are
not computationally practical as they require
significant client-side bandwidth and CPU ca-
pabilities which makes outsourcing useless by
including computational burden that is sup-
posed to be discharged by the cloud.

Thus, a more appropriate approach would in-
clude enabling service provider to perform pro-
cessing/analysis tasks on encrypted data with-
out having to decrypt them. Different data
and query types were subject to investigation.
For instance, single/multi keyword search over
encrypted data[29] as well as different types of
similarity, comparison, aggregation and range
queries were also investigated. For this sake
different techniques can be utilized including
property preserving encryption (PPE), secure
searchable encryption(SSE) or homomorphic
encryption.

Property-preserving encryption (PPE) en-
crypts data while enabling the leakage of cer-
tain properties to provider. For example deter-
ministic encryption always preserves the equal-
ity property between data and their encrypted
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version (same data = same cipher text)[108]
[3]. Another example includes order preserv-
ing encryption which is most suitable for range
queries on numerical data. In this technique
the encrypted data has the same distribution
as the original data which enables perform-
ing comparison operations on the encrypted
data[2] [17]. However, these methods may give
provider the ability to gain knowledge about
data using those properties (i.e finding out the
repeating search terms/queries, frequency anal-
ysis and link certain documents/records to cer-
tain keyword..etc)[18] [83].

Another type is searchable symmetric en-
cryption(symmetric key encryption with
keyword search), in these methods user first
has to encrypt his documents/data using sym-
metric key encryption schemes and then in-
dexes them [36]. Afterwords, encrypted queries
for keywords are submitted to provider which
in turn uses index to provide encrypted an-
swers. In these index-based techniques, provider

should gain as little knowledge as possible mostly

in the form of statistics of access and search
pattern or information that help to evaluate

complex predicates on encrypted data (e.g. range

queries)[22]. These techniques are applicable
to many domains specially the ones where data
owner is the data user such as in e-mail servers,
storing private stream data and backup appli-
cations [20] [16].

Each of the former methods targets certain
types of queries and/or data type with almost
no indication of their support of complex queries
that involve multiple database tables and at-
tributes. that is why homomorphic encryption
gained increasing attention. Homomorphic en-
cryption allows analyzing the encrypted data
without having to decrypt them as identical
operations will give equivalent results whether
data are encrypted or not. It enables data
analysis, retrieval, share and merge without
the need for an index or other information and
without having either the query or the un-
encrypted data exposed to service providers.
This allows data owners to encrypt and out-
source their data in public cloud and benefit
the providers computational services[119] [53].

Homomorphic encryption has been used for
performing simple aggregations(i.e. SUM, AVG,
simple statistics...etc) which are called partially
homomorphic(PHE) [19] [117] [129] [38] . The
main problem with PHE is that most of them
support only one operation on encrypted data
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with no capabilities to perform arbitrary op-
erations. that is why more work targeted a
new class of homomorphic encryption named
fully homomorphic encryption (FHE) which
supports evaluation of arbitrary operations on
encrypted. Additionally, more work is trying
to provide support for general database queries
(i.e. selection, range, join and complex aggre-
gation) on encrypted data [101] [138]. This
scheme contrast PHE in supporting arbitrary
operations but suffers excessive computation
overhead which shall be enhanced in the cloud
context.

In general, protecting outsourced data implies
the need for data confidentiality, data privacy
and access control techniques while carefully

considering different scenarios and services model.

Nevertheless, the former techniques only con-
sidered the data-centric view of privacy and
confidentiality without satisfying user privacy
objectives. In the next section user-centric
view of privacy will be discussed.

2.2 Preserving User privacy

As previously mentioned, privacy preservation is
mainly related to both data and user. From a user-
centric point of view, information related to user
who is trying to access those data are also sensitive
information that should be protected against ser-
vice provider and/or data owner. In other words,
provider must learn nothing of user contextual in-
formation. Contextual information include iden-
tity, location, activities and time. Provider must
not know what user is searching for in the DB or
what stored files he is trying to access. Additionally,
user sensitive information that can be collected by
provider(i.e. credentials, location, preferences..etc)
are needed to be protected. We can classify the
most important information that were target of pri-
vacy preservation systems to activities - related (query
and access) , identity and contextual information as
shown in fig.2.

1. Activity - related information: Protect-
ing user activity-related information - namely
query and access patterns - does not usually
come as a standalone requirement, it usually
comes together with the requirement of pre-
serving data and/or user identity privacy. In a
trusted environment, query can be offloaded to
a trusted third party for evaluation [48]. More-
over, query privacy can be ensured by extend-
ing SQL to enable uset to enforce constraints
over query execution in order to mitigate the
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Figure 2: Preserving user privacy

disclosure of information about intentional de-
scription of the query to provider/s when hav-
ing two query plans that produce the same re-
sult [51]. On the other hand in untrusted en-
vironments, cryptographic techniques can be
used to encrypt both data and client’s query[67]
[64] [66]. Provider then makes use of search-
able encryption techniques to evaluate query
without disclosing either data or query [36]
[96]. However, such techniques only provide
search/query privacy while access privacy and
client’s sensitive information are still threat-
ened.

Analogous to searching over encrypted data,
the simplest solution is to ship a copy of the
entire data to user which enables data query-
ing with guaranteed privacy but similarly it is
computationally inefficient. That is why pri-
vate information retrieval [60] [32] and oblivi-
ous transfer /retrieval [133] [153] [59] were used.

Those techniques mainly enable data retrieval /access

without provider /owner learns anything about
the query or the retrieved data. But those
protocols are infeasible most of the cases and
there is still the need for authentication and
access control mechanisms to guarantee that
user learns no thing more than the items he
is querying [145] [27]. Thus, data can be en-
crypted and users are granted access keys for
data items they are allowed to access. How-
ever, this can encounter issues such as key dis-
tribution and users dynamics (when users are
added or revoked).

Traditional systems usually involved that data
owner downloads and decrypts data, re-encrypts
it with new keys, and then uploads it which
is inefficient process when data set is large.
Better approaches utilize access policies ex-

pressed as attributes of users. Those attribute-
based access control (ABAC) policies support
fine-grained access control by associating data
items with attributes that users have to have
for data access. For better performance, ac-
cess control policies need to be enforced by
service provider. But this requires that service
provider is aware of which user is trying to ac-
cess which item but that constitutes a threat
to user identity and sensitive information [105]
[106] [115].

. User Identity and contextual Informa-

tion In the context of privacy, user identity
is any personally identifiable information(PII)
which is information that can be used on its
own or with other information to identify, con-
tact, or locate a single person, or to identify
an individual in context. As previously indi-
cated, ABAC do not provide the required level
of protection against identity disclosure. That
is why from a user - centric view of privacy, ac-
cess control system must limit the amount of
information provider learns about access pat-

terns while maintaining anonymity and un-linkability.

To narrow the gap between provider authen-
tication needs and user privacy needs privacy
preserving access control systems must enable
fine-grained access while preserving user pri-
vacy. For this sake, both user identity and
contextual information need to be protected.
This can be achieved using anonymous creden-
tials to ensure authorization while protecting
user identity. The goal of anonymous creden-
tial systems is to provide users with a proof
of certain attributes about themselves without
identity disclosure. Additionally, they guar-
antee un-linkability in terms that subsequent
utilization of the same credentials can not be
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linked with each other [14] [81] [42]. Under
this unconditional anonymity, it is impossible
to find out the identity behind a particular
transaction. But such anonymity can be mis-
used, that is why sometimes it is better not to
have full anonymity guarantee. For example,
violations in e-cash systems (e.g. money laun-
dering and blackmail...etc) can not be solved
while maintaining full anonymity. That is why
anonymity systems with capabilities to track
back and identify users were developed, namely,

conditional and revocable anonymous systems[28]

[126] [10]. In such systems user identity is pro-
tected by default but will be revealed by sys-
tem under conditions on misbehaving making
use of backdoor through which it can track
back user identity.

Having these anonymous credentials users can
use services with privacy-preservation as user
is issued credentials from identity providers
(registrar), stores them locally and uses them
for authentication and authorization. Never-
theless, the credential issuing process includes
several steps and different parties. That is why
identity management systems (IDMs) were used
to manage and automate the process of iden-
tifying, authenticating and authorizing users.
Additionally, they can address the complexity
of dealing with composite services when each
component service need to authenticate and
authorize users. They handle anonymous cre-
dentials to provide simple and transparent end
user experience[34] [151].

However, anonymous credentials are not alone
enough to protect all types of contextual infor-
mation and specially location information. Lo-
cation information is now available more than
user think due to the widespread use of de-
vices that can implicitly collect location infor-
mation. Geo-location data can be collected
when using location - aware services, using
IP address, through global positioning system
(GPS), Wi-Fi and access towers. The inten-
tions are not always malicious, as this infor-
mation is sometimes collected for the aim of
enhancing location based services, lo+cation-
targeted advertising and search results and may
be released for the public use (e.g. anony-
mously analyzed to help allocating emergency
services...etc). But still this information can
can be linked back to users, as happened with
data released by AOL in 2006, outlining 20
million anonymised web searches. The New
York Times was able to determine the identity

of "searcher 4417749”[11]. Additionally when
researchers tried to perform mobility tracking
using anonymized mobile location information
for 1.5 milion users, they proved that only four
locations and times were enough to identify
95% of people[40]. Thus location information
can act as a unique identifier of user and need
to protected against misuse as it can has an
impact on user anonymity which made it a se-
rious concern and a target of research.

Privacy preserving Location - aware services
drew a considerable attention as despite their
benefits, worries about privacy breaches in-
creases. To mitigate these privacy issues, in-
terest has been paid to developing privacy pre-
serving location - based services. Among oth-
ers, anonymity[50] [65] [93] and Pseudonymity[4]
[6] techniques were utilized to provide location
privacy. Whereas, anonymity obstacles the
required personalization and pseudonymity is
subject to observation and identification at-
tacks. Thus, Obfuscation techniques (i.e. adding
noise, pertubation, dummy traffic ) to location
data can help protect against attackers[8] [25]
[9] and may be combined with rules to selec-
tively adjust accuracy. Thus, user privacy can
be achieved by carefully considering different
types of user information to guarantee both
anonymity and un-linkability.

Privacy is a very crucial issue for almost ev-
ery today’s computing applications. Privacy
aware application design requires well under-
standing of technologies used and users’ con-
cerns. This is difficult to achieve as systems
used by users are typically embedded which
collects data without user prior . As users
have a limited understanding of the technol-
ogy several privacy, design, and safety issues
are raised. This paper discusses how privacy
might be preserved in a pervasive computing
environment. It presents some research de-
velopments in these areas to address privacy
concerns. Open issues and challenges are also
examined

3. FURTHER DISCUSSION AND OPEN
ISSUES

Despite all efforts made to enhance privacy of
both data and/or user , there are certain challenges
and issues that still need further attention.

For instance, privacy preserving data release tech-
niques which include both privacy-Preserving data
mining (PPDM) and Privacy-Preserving data pub-
lishing (PPDP) are relatively mature area in pri-
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vacy preservation. However, attention needs to be
paid at applying mining approaches to real large
data-sets and consider the trades-off between pri-
vacy and utility.

Likewise, searchable encryption approaches mostly
suffer from being computationally inefficient. Con-
sequently, there is a significant need to develop more
practical and efficient data search strategies with-
out compromising on privacy of the cloud. As im-
proving their efficiency enables these approaches to
grant more safety to data in the cloud.

For shared environment, efficiency of multi-party
computation protocols needs more discussion as they
are less computationally efficient than using trusted
third parties. On the other hand, using trusted
third party requires trust management techniques
that mitigates risks using them.

for identity and contextual data privacy, location
based services uses noise obfuscation which utilizes
noise for privacy protection. however, added noise
should not affect the accuracy of query. thus, noise
generation is subject to investigation.

New directions of research are related to the dis-
tributed nature of cloud and the existence of cloud
service provider that we need to make sure of its
security and privacy rules, procedures and laws and
the degree of its adherence to with those rules. for

this purpose, Governance, Risk and compliance (GRC)

techniques are required. However, provenance may
include tracking and monitoring of actions, who is
taking actions, where and why action was taken.
This may allow users with certain privileges and
access levels may be allowed to see such data which
requires guarantees. This requires auditing services
that anonymously monitor data utilization and track
provenance to ensure data confidentiality and in-
tegrity. Auditing service is usually performed by
trusted third party (TPA).

Trust management in the cloud environment is
another promising area of privacy, as user needs to
be confident of his privacy when working in trusted

environment or when he offloads his data/computation

or even auditing to a third party.

On the other hand, even in the lake of full trust in
TPA, researches target the development of privacy
preserving auditing protocols which are still able to
performs auditing tasks without threatening data
privacy.

Another perspective addresses privacy in different
cloud service models. For instance, in platform-as-
a~service (PAAS) models (e.g.Hadoop, Spark,..etc),
privacy breaches need to be identified at this level
for more private user experience. Additionally, at
hypervisor level, attacks that can threaten virtual

ISSN: 2231-2803

http://www.ijcttjournal.org

machines need to be identified [109]. and finally, in-
frastructure level namely (physical computing, stor-
age and network) should also be investigated, as
due to the nature of cloud environment and virtu-
alization, traditional techniques may require further
adjustments.

4. CONCLUSION

With the development of cloud computing, pri-
vacy became a major concern to users. To with-
stand these concerns, a lot of privacy protection
and preservation approaches have been presented.
Traditional privacy risks and attackers can exist in
cloud environments, and new features of cloud can
bring some new privacy risks which necessitated the
start to consider those in cloud environments.

In this paper, we have systematically analyzed
current privacy preservation techniques and solu-
tions and classified their key research issues. ad-
ditionally, this paper depicts a comprehensive pic-
ture and provides some insights into further poten-
tial research points for cloud privacy protection and
preservation. Our ongoing and future work is to in-
vestigate such issues, by developing new and eval-
uating existing privacy protection and preservation
approaches.

However, although some specific privacy preser-
vation techniques in cloud may not be discussed
thoroughly, we still can obtain a comprehensive view
of privacy protection and preservation in cloud en-
vironments and this is the main goal of this paper.
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