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Abstract— This proposed method focuses on encrypting
texts that are written in English or Arabic language using
symmetric and asymmetric cryptosystems respectively. The
symmetric and asymmetric cryptosystems presented by
Vigenere Cipher and RSA Cryptosystem respectively.
Therefore, a plaintext encrypted using Vigenere Cipher,
then the obtained ciphertext must be encrypted again using
RSA Cryptosystem in a way that makes this method
programmed using MATLAB. Therefore, this suggested
method has a higher level of security than either Vigenere
Cipher or RSA Cryptosystem since its security relies on the
hardness of factoring the product of two large prime
numbers, the factoring problem and on the secrecy of the
keyword of the Vigenere Cipher. Therefore, this method
gives us the confidence of using Vigenere cipher over text
messages as a part of asymmetric cryptography and
suggests a new method for encrypting text messages.

Keywords: Vigenere Cipher, RSA Cryptosystem,
Encryption, Decryption, MATLAB.

I. INTRODUCTION

Number theory was one of the “purest” branches of
mathematics, but it has been really useful and applicable
especially in a security of computers. For example, number
theory helps to protect sensitive messages and information
such as banking card numbers when we shop online, and
protecting messages when we send them through insecure
networks [16]. Therefore, one of the most important
applications of number theory used for this matter is
cryptography [1]. Traditionally, the need of cryptography
in exchanging messages secretly has occurred in diplomacy
and military affairs. Nowadays, cryptography has become
an important tool in the electronic communication. It gives
a great deal of interest in the techniques of making
messages
and data unintelligible to everyone except the intended
receiver [2]. There are two kinds of cryptosystems which
are

symmetric and asymmetric cryptosystems. In symmetric
cryptosystem, a sender and a receiver share the same key in
the encryption and decryption procedures [12]. On the
other hand, in the asymmetric cryptosystem, every single
sender or receiver has two different keys called private and
public keys. The public key should be fairly available to
anyone, so that the private key must be kept secretly by
every person[9].There many examples of symmetric and
asymmetric cryptosystems. Caesar Cipher, Hill Cipher,
Vigenere Cipher, Affine Cipher are examples of former,
whereas RSA, ElGamal, Rabin are associated with the
latter [12]. In this article, we focus on encrypting an Arabic
or English text message using one of the symmetric
cryptosystems — Vigenere cipher was invented by a French
diplomat and cryptologist, Blaise de Vigenere in 1553. The
Vigenere Cipher is a method of encrypting alphabetic texts.
Then, the obtained ciphertext will be encrypted again using
asymmetric cryptosystem, RSA cryptosystem. In addition,
MATLAB program is used to create the encryption and
decryptions algorithms of this method. The security of RSA
cryptosystem is based on the factoring problem which
depends on the difficulty of factoring a product of two large
prime numbers [4],[15]. This new method of encrypting a
plaintext message using Vigenere Cipher and RSA
cryptosystem has a higher level of security and is stronger
than both the classical Vigenere Cipher and RSA
cryptosystem since the security of this proposed approach
depends on the security of both RSA and Vigenere Cipher.
However, the security of Vigenere Cipher depends on the
privacy of keeping the exchanged keyword secretly [11].
Therefore, this method has the same public and private
keys that are used in the RSA cryptosystem and has the
same secret keyword used in Vigenere Cipher. This method
is really secure because it has security as much as both
RSA cryptosystem and Vigenere Cipher have.

Il. LITERATURE REVIEW

In this section, two different cryptosystems which
are Vigenere Cipher and RSA cryptosystem will be
considered in details. Vigenere Cipher is traditional
cryptosystem that requires a single key in encryption and
decryption procedures. However, The RSA cryptosystem is
a public key cryptosystem that has two different
corresponding keys a public key and a private key.

A. Vigenere Cipher

Vigenere Cipher was named after French cryptologist
Blaise de Vigenere in 1553 [2]. It is a very simple cipher
that is moderately difficult for any unintended parties to
decipher. It is kind of like shift cipher ( C = P+K (mod
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26) where P is a plaintext block and K is a particular key
which is a positive number), but in Vigenere Cipher, K is
changed with every letter[11]. The key of Vigenere Cipher
consists of an English keyword L; L,....Ls that should be
exchange between the sender and the receiver. Assume
that the numerical equivalents of letters Ly, L,,....Ls are k;
k,...ks respectively .Also, suppose that the numerical
equivalents of the letters of the plaintext are p; p; ... p;.
Note that, if the number of the numerical equivalents of
the letters of the keyword may not be equal to the number
of the numerical equivalents of letters of the plaintext,
they should be repeated to be equal to the number of the
numerical equivalents of the letters of English plaintext|
5].

To encrypt an English plaintext message, a sender has to do
the following:

o Translate the letters of the plaintext and keyword into
their numerical equivalents p; p,...pj and Kk; k...ks
respectively( s and j are positive integers) using Table(1)
[2]:

Table(1) :The numerical equivalents of letters

Letter A B |C |D|..|X|Y 4
Numerical | 00 | 01 |02 |03 | .. |23 |24 |25
equivalent

o |f the number of the numerical equivalents for the
keyword k; k, ...ks less than to the number of the
numerical equivalents for the plaintext letters p; p, ...p; .
they should be repeated as ki, k; ...ks ki ko kK so that their
numbers are equal.

o Apply the following encryption algorithm on every p;:
ci.=pi + ki (mod 26) where c¢; is corresponding ciphertext
forpi:i=1,2,...,j[10].

To decrypt a ciphertext, a receiver has to do the following:
o Translate the letters of the ciphertext into its numerical
equivalents ¢, C;...c;.
e |f s <j, then of the numerical equivalents for the key
word K; K,...ks should be repeated such k; ks...ksk; Kz k;.
o Apply the following decryption algorithm on every c; :
pi: = ¢i - k; (mod 26) [ 2], [10].

Example: Use the Vigenere cipher with encrypting key
"SECRET" to obtain the ciphertext of the message
"MATHEMATICS", then decrypt the ciphertext to produce
the original plaintext.

Encryption Procedure: The sender has to do the following:

e Translate  the letters of  the message
"MATHEMATICS " into "p; p2 P3 P4 Ps Ps P7 Ps Po P10 P11”
="12001907 04 12 00 19 08 02 18".

o Translate the letters of the keyword" SECRET" into
"ky ko ks kg ks ks "="18 04 02 17 04 19"

o The numerical equivalents for the keyword "k; k; K3 kg
ks ks "="18 04 02 17 04 19" should be repeated as" k; k,
ks kl sz kj = kl k2 kg k7 kg kg klO k11" ="1804 02 17
04 191804 0217 04".

e Apply the encryption algorithm of Vigenere Cipher
with the specified key to get the ciphertext as follows:

o Apply the following encryption algorithm on every p;:
ci:=p; + kj (mod 26) fori=1,2,..., 11 to get the following
ciphertext in its numerical equivalents:

"C1 Cy C3C4 C5 C5 C7 Cg Cg C1p C11"" = "04 04 21 24 08 05 18
23101922".

e Translate the numerical equivalents of the
ciphertext into letters "EEVYIFSXKTW".

Decryption Procedure: The intended receiver has to do the
following:

o Translate the letters of the ciphertext into its numerical
equivalents "¢y €, C3 C4 C5 Cg C7 Cg Cg Cyo C11"" = "04 04 21 24
08 05 18 23 10 19 22 " and use the key in its numerical
equivalents " kg kj ...kg K7 kg kg kigkyy" ="18 04 02 17 04
1918 04 02 17 04".

o Apply the following decryption algorithm on every c;:
pi:=c; - ki (mod 26) to get numerical equivalents of the

plaintext "p; P2 Pz Pa Ps Ps P7 P Po P10 P11™ =" 12 00 19 07
04 12 00 19 08 02 18" which is " MATHEMATICS".

B. RSA CRYPTOSYSTEM

The RSA cryptosystem is a public key cryptosystem,
invented by Ron Rivest, Adi Shamir, and Len Adleman in
1970s [9]. RSA is the most commonly used cryptosystem
in our modern life. For instance it is used in commercial,
Web servers, browsers to secure Web traffic, authenticity
of e-mail, and electronic credit card payment systems [6].
The RSA cryptosystem has two corresponding keys that are
a public key, that should be fairly available to everyone,
and a private key, that should be kept secret by its creator.
Plaintexts that are encrypted with the public key can only
be decrypted using the private key.

The following shows how the RSA's keys can be generated
by users [7]:

e Two very large primes p and q are chosen by every
user to form the product N=pq.

e Compute @(N) = o( pq) = ¢ ( p) ¢ (9=( p-1)(g-1).
(where @(N) is the Euler's phi-function, and it is the number
of integers between 1 and (N-1),which are relatively prime
to N) [14].

e Pick a positive integer e such that 1<e < ¢ (N) and
ged(e, o (N))=1.

e Compute d such that ed=1 (mod @(N)).

e Announce her public key that is the pair (e, N) and
keep the corresponding private key (d, N) secret.

The following is the encryption process of RSA[9]:

o A sender uses the intended receiver's public key (e, N)
to encrypt a plaintext message ( in particular).

e After translating letters into their numerical
equivalents and forming plaintext blocks, P; , such that a
nonnegative integer P; < N and i is positive. The sender
uses the following encryption algorithm to encrypt P; :
E(P;) = C = P;® (mod N). This C; is the ciphertext of the
plaintext P;, that should be submitted to the intended
receipt.

The following is the decryption process of RSA[9] :

e To decrypt the ciphertext block C;, the receiver uses
the following decryption algorithm D(C;)= P; = (C;)* (mod
N).
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The Security Of RSA Cryptosystem

The RSA cryptosystem is very secure cryptosystem
since its security relies on the integer factorization
problem[15]. Breaking this cryptosystem depends on
knowing the private key (d, N). To find the private key (d,
N) by anyone other than the sender and the receiver, he/she
has to obtain the factors p and g of N[13]. Then, it is easy
to find ¢ (N) and since e is known. But this has been really
difficult, because it is quite hard to obtain the prime factors
of N if N is a large composite number. Thus, breaking RSA
by factoring N is mathematically difficult. Also, there
might be other ways to obtain d by finding ¢(N) from N, so
that (N)= o( pq)= ¢(p) ¢(@)=( p-1)(d-1). Then p and g,
that factorize N, can be found easily. But, finding ¢(N) is
not easier that factoring N. Moreover, when p and q both
have approximately 100 decimal digits, then n=pq has
approximately 200 decimal digits. To factor an integer of
this size using the fastest factorization algorithm known,
we need millions of years of computer time [2].

Example: Show the encryption and decryption procedures
of RSA cryptosystem when a receiver's public key is (g, N)
= (7, 33) and her private key is (d, N)= ( 3, 33) with the
English plaintext * GOOD"

Encryption Procedure: The sender has to do the following:

o Translate the letters of the plaintext into their
numerical equivalents: "P;P,P3P,"="06141403"

e Form blocks of largest possible size(with an even
number of digits) such that P;< N=33:

"P, P, P; P,/'="06 14 14 03".

o Use the receiver's public key(e, N)= (7, 33).

o Apply the encryption algorithm on every P;: C;=E(P;)=
P (mod N) for i=1,2, 3, 4 to get the ciphertext "C;, C, Cs
C," ="30202009".
Decryption procedure: The receiver has to do the
following:

o Use her private key (d, N)= ('3, 33).

o Apply the decryption algorithm on every C;: D(Cj)= P;
= (C)° (mod N) for i=1, 2, 3, 4 to get the numerical
equivalents of the plaintext

" P1P,PsP,"="06141403".

¢ Translate the plaintext into letters to get " GOOD".

I11. A PROPOSED METHOD FOR TEXT ENCRYPTION

This method gives us the confidence of using
Vigenere Cipher in the public key cryptography since
Vigenere Cipher has not been very secure to be used in
encrypting messages since the coming of asymmetric
cryptosystems. It focuses on applying the algorithms of
RSA over the text message that is being encrypted using
Vigenere Cipher in a way that increases the security and the
efficiency of the Vigenere Cipher. Therefore, this method
of text encryption using Vigenere Cipher and RSA
cryptosystem could be considered as a public key (
asymmetric ) cryptosystem that has a better security than
the classical Vigenere Cipher, because its security is based
on the secrecy of the exchanged keyword of Vigenere
Cipher and on the secrecy of the private key d of the RSA
cryptosystem, that can be found by factoring N which is
composed of a product of very large primes, which requires
thousands of years as explained in the RSA cryptosystem.
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Therefore, this method has the exchanged key word of
Vigenere Cipher and the RSA public key and private
key[16].

The following shows the key generation, encryption
algorithm, the decryption algorithm, and finally an
illustration of this new proposed method for encrypting an
English plaintext using Vigenere Cipher and RSA
cryptosystem.

A. The Key Generation Procedure

o Select an English keyword such that this keyword may
consist of one word, sentence, paragraph, or any different
characters, and it should be exchanged secretly between the
sender and the receiver. It is better to be used once in every
encryption procedure.

e Choose two distinct prime numbers p and g. For
security purposes, the primes p and g should be of similar
bit-length and chosen randomly. Also , p and g should have
the following forms: p=2f +1 and q = 2r + 1, where fand r
large primes [4].

e Compute N =pq.

e Compute Euler's phi- function ¢(N)=(p- 1)(q — 1)

e Pick a positive integer e such that 1 < e < ¢(n) and
ged(e, o(N)) = 1.

e Compute d such that d = e’ (mod o(N)) or ed=1
(mod @(N)) .

o Publish the pair (e, N) as the public key, and keep d as
the private key that must be kept secret by the creator.

Therefore, this new method for text encryption using
Vigenere Cipher and RSA Cryptosystem in the public key
cryptography has a secret exchanged keyword, a public key
(e, N) that should be fairly available to everyone, and a
private key d that must be secret by each user.

B. The Encryption Procedure

The encryption algorithm of this proposed method is
quite different from the normal algorithms of the symmetric
and asymmetric cryptosystems, because encrypting a
plaintext "message" using this method, two different
encrypting algorithms are used over that message
respectively with the use of the "keyword" and receiver's
public key (e, N). The procedure is as followed,

Step 1: Use Table(2) below to translate the letters of the
plaintext "message” and "keyword" into their numerical
equivalents.

Table (2): The numerical equivalents of letters for the
proposed method

Letters A B C D X 4 Space
g | g | e g e nn

Numerical | 1 2 3 4 25 26 27

equivalent

http://www.ijcttjournal.org

Step 2: Put the numerical equivalents of the plaintext
"message” into an n x m matrix "M" by specifying the
number of the rows (n). For instance, if we let the
numerical equivalents of a "message" are "p; P Pz P4 Ps Ps
p;.. pj and n=4, then
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P1 Ds Pj-3
pZ p6 ......... p]'_z

M =
4xm D3 Py e Pj-1
Dy Pg e pj

Note that, if the last column of the matrix "M" is not
completed, we use the number "27" in the end of it to form
a completed matrix.

Step 3: Divide the M, ,, matrix into m columns such that
every column (say P) is an n x 1 matrix. So that the above

D1 Ds
matrix Mg, can be divided into Py= pz‘, Pzzlgj‘
Ps

P3
o
Pj-3
_|Pj-2
P Dj-2
pj

Step 4: Put the numerical equivalents of the "keyword" into
an n X m matrix" K,m". So that, If the number of the
numerical equivalents for the "keyword” that are" k; k;
...kg- less than to the number of the numerical equivalents
for the plaintext letters pp, ps ...p;, they should be repeated
as k; ko ...ks kiks. kj, so that their numbers are equal.
Otherwise, there is no problem. If we suppose that the
numerical equivalents for the keyword are” k; ky ks k4 ks
ke" , then key matrix " Knyy" for "Myym' will be ,

ky ks ks o e
e ke
o=y ke ks
ke ko ke

Step 5: Divide the " Knx," matrix into m columns such that
every column (say K) is an n x 1 matrix. So that the above

ky ks
. . k, ke
matrix Kgum can be divided to K= wl K,= Pt
3 1
ky k,
ks
K2= ]]zz ...,sz[ . ]
ke '
Step 6: Apply the encryption algorithm of Vigenere

Cipher on every P; (i =1, 2,..., m) to compute Vigenere
ciphertextas: Cy; =P; + K; (mod 27) .
Step 7: Apply the encryption algorithm of RSA on every
Cvi (i=1,2,..., m) to compute the RSA ciphertext as:

Cri = (Cvi)* (mod N) .

The final ciphertext will be sent as the columns:
Cr1.Cro..... Crm Or as a matrix formed from combining those
columns. Once the matrix or Cgr;,Cro. Cgry reaches the
intended receiver, it must be decrypted.

.......

C. The Decryption Procedure
When the receiver gets the ciphertext as
Cr1,Cra.....Crm, She has to decrypt it as the following with
the use of the "keyword" and ( d, N):

Stepl: Apply RSA decryption algorithm on every Cg; (i
=1, 2,..., m) to produce the Vigenere ciphertext as:

Cvi = (Cgy)’ (Mod N) .
Step 2: Do the same as of Step 4 and Step 5 in the
encryption procedure for the numerical equivalents of the
keyword and ciphertext.

Step 3: Apply Vigenere decryption algorithm on every Cy;(
i =1, 2,...,m) to compute plaintext(P;) in its numerical
equivalents as: P; = Cy; - K; (mod 27) .

Step 4: Translate Py, P,,..., Py, in to their equivalent letters
respectively.

Step5: Obtain the original “message".

D. An lllustration Of This Method Using MATLAB

Suppose that Mohammed wants to encrypt the text "
A New Method For Text Encryption Using Vigenere
Cipher and RSA Cryptosystem" and sends it to Hayder
using this method with the exchanged keyword ™
Mohammed And Hayder". Also, Hayder's public key (e, N)
= (3, 33) and private key(d, N) = (7, 33) that can be
generated using the keys generation algorithm preformed
by MATLAB by inputting two distinct primes p= 3, and g=
11 in particular.

Encryption Procedure
Mohammed has to encrypt the message using the

programmed algorithm preformed by MATLAB with
inputting the following:

e The number of the rows (n) in the matrix My,,. For
instance, he chooses n= 8.

e The message " A New Method For Text Encryption
Using Vigenere Cipher and RSA Cryptosystem".

o The keyword" Mohammed And Hayder".

o Hayder's public key (e, N)=( 3, 33).

Then, he obtains the ciphertext in the following matrix
form:
5 14 31 4 0 19 4 5 13 26 10

9 3 21 18 22 17 30 26 28 17 76
22 8 23 18 18 23 30 5 4 19 10
18 17 30 29 19 5 3 22 4 5 O
3 0 14 18 5 26 24 28 14 19 O
19 5 0 22 9 24 31 3 9 19 0
24 4 26 14 1 26 26 1 28 26 O

3 4 5 24 14 0 26 16 16 31 O
Decryption Procedure
When Hayder gets the ciphertext which is the matrix
above, he has to decrypt it using the programmed algorithm
with inputting the following:
o His private key (d, N)= (7, 33).
o The keyword" Mohammed And Hayder".

Then, he would obtain the original plaintext” A New
Method For Text Encryption Using Vigenere Cipher and
RSA Cryptosystem”. Note that, the decryption program
that is preformed using MATLAB produced the original
message in small letter form.
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IV. DISCUSSION AND RESULTS

In this paper, we suggested an interesting method for
encrypting Arabic or English text messages in a way that
gives us the confidence of using the symmetric
cryptosystem,  Vigenere Cipher, in the modern
cryptography. On the other hand, it gives a new method for
encrypting messages using Vigenere cipher and RSA
cryptosystem. It turned out that this new method has a
higher level of security than the mentioned cryptosystems.
Also, it encrypts any Arabic or English plaintext message,
which could be a word, phrase, sentence, or paragraph to an
unintelligible ciphertext. This ciphertext is formed in a
numerical matrix. The RSA cryptosystem is used in this
method because it is a very secure cryptosystem since its
security depends on the factorization problem, so it is not
easy to break this method with using RSA cryptosystem.
Also, the RSA cryptosystem works very well on this
method especially when we transform the plaintext
message into a matrix. Moreover, this method produces a
quite unique cryptosystem for many reasons such as:

o It encrypts and decrypts a message using two well-
known cryptosystem respectively.

¢ It has a exchanged keyword, a public key and private
key.

o It has a higher level of security than the Vigenere
Cipher and RSA cryptosystem since its security depends on
the security of RSA cryptosystem and Vigenere Cipher.

o It deals with capital and small English letters in the
same way. However, it has a treatment to these messages
with spaces. When we test this proposed algorithm with the
text in the Fig.1 written in English language, the decrypted
text comes out to be the same as the original plaintext.

This suggested method is much more secure than
the Vigenere Cipher or RSA Cryptosystem since its
security relies on the hardness of factoring the
product of two large prime numbers, the factoring
problem. On the other hand, it depends on the
secrecy of the keyword of the Vigenere Cipher.
Therefore, this method gives us the confidence of
using Vigenere Cipher over text messages as a part
of asymmetric cryptography. Then, we have
concluded that this method produces a new strategy
to reactivate a symmetric cryptosystem called
Vigenere Cipher to be used in the modern

cryptography especially over electronic messaging.

Figure 1: English plaintext

e It also deals with Arabic language, when we
test its algorithms with long key almost equal
to the size of plaintext written in Arabic
language (Fig. 2) to prove the possibility of
using these algorithms with Arabic language;
the decrypted text comes out to be the same
as the original plaintext

alibe dind aall dla " 58 il 3 aadiud 3 Gail)
Sl Wdle g g aiad) ol ) 8l Gl Jslite (A oy L slass
Jui ¢ (Sas pasll Ala 0 Jud) Jeaddl 5 el ~ Uil 13gs
LY e LI Ol el B e ala V) g sl KL s
55 a5 g I a1 5 Al Al
Ao ) ) s shand) U 1agr 38 g e Sl 5 Al
Oe BN (355 grand) Gladl (o ol s GlAll B8 8 M
Gl Loy )S Lo ) sdigmy O agaiSy Lay G )Y 5 ol slasddl il s
Ol Y Uiy Legd aaliiy sl Uiy Gl 5 ol Wale sy
Y Qg pa e pa 2L danailly dapaill &l aie
Gua cpall Baae) aal e s Al S e el g oy yrally
A8 AN (B)ls ) (o el Y Guaa G oela
Dl eday S Sl e elly Cigsmdly eV
Ml;)‘)ﬁ?s:\lcklm_j ;IA“:\A.mj ;.LMJ\ uﬂ.um_,)h.&” u\)u;}
sie e Ulaay o Jay e A Jlads (I3 6 g oS5 50 gans

NSl ge O ey Gl g Cag prally 5 ey Gl

Figure 2: Arabic plaintext

e Using MATLAB Program in the encryption and
decryption procedures of this proposed symmetric
and asymmetric cryptosystem showed that it has
good accuracy standards as the following and it is
shown in Table (3) and fig(3):

= The accuracy standards between the matrix of
numerical values for the original text and numerical values
for,

o values after decryption:

- MSE (mean squared error )= 0.

- PSNR (peak signal-to-noise ratio)= infinity.

- Meanerror =0

- Correlation Coefficient = 1.

o values for encryption matrix:

- Correlation Coefficient = -1.

- NPCR (The number of changing pixel rate)=100 %

= UACI (Unified Average Change Intensity)= 0 % .

e The encryption and decryption times were reasonable,
and the throughput is also determined. These results are
shown in Table(3). Where, the throughput can be

calculated as the following:
The size of the encrypted text in Megabyte

Th hput =
roughpu The time required for encryption in seconds
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Table 3: Encryption and decryption time and throughput.

s 22| = 3
= - © o 2 . .
= o35 = o k) Enc. time throughput Dec. time throughput
s 23 o X g m.sec of encryption m.sec of decryption
o ES N <
=1 n L
c
1 75 0213 66 0.661
2 50 0.341 26 0.877
200 126 3 44 0.312 35 0.341
4 55 0.374 52 1.365
1 65 0.301 40 0.314
2 51 0.365 44 0.403
400 128 3 65 0.258 45 0.521
) 4 50 0.323 35 0.525
English
1 66 0.303 41 0.458
2 65 0.302 38 0.444
600 129 3 58 0.222 40 0.847
4 55 0.363 45 0.441
1 50 0.548 31 0.419
2 52 0.276 45 0.867
800 13 3 47 0.321 41 0.763
4 49 0.257 44 0.851
1 55 0.333 44 0.412
2 52 0.387 42 0.542
200 12.7 3 51 0.362 44 0.845
4 58 0.357 52 0.652
1 55 0.321 52 0.258
2 50 0.318 54 0.369
400 129 3 51 0.319 51 0.430
i 4 56 0.541 59 0.859
Arabic
1 59 0.384 51 0.489
2 51 0.562 59 0.746
600 13 3 49 0.341 49 0.459
4 71 0.652 59 0.652
1 49 0.658 37 0.589
2 48 0.856 51 0.596
800 131 3 54 0.852 52 0.623
4 58 0.598 54 0.612
1 VV.CONCLUSION
This proposed new method for text encryption using
0.9 —Enc. two of the symmetric and asymmetric cryptosystems, which
0.8 A time/10.se are Vigenere Cipher, and RSA cryptosystem, has been
\ c considered to be a public key cryptosystem since it has a
0.7 \_\_\ Dec. time public key that should be announced publicly and a private
/10' key that should be kept secret. Moreover, it has a secret
Sec exchanged key. Also, It gives a new way for encrypting text
messages written in Arabic or English Languages using
Throughpu those  symmetric and  asymmetric  cryptosystems
t of respectively. In addition, it has a better security than either
encryption RSA or Vigenere Ciphers since its secur_lty_depends on
02 +— secrecy of the exchanged key and the factorization problem.
=>=Throughpu Moreover, MATLAB Program is used to perform the keys
0.1 t of generation and encryption and decryption procedures.
0 : . decryption Moreover, we have concluded that this method produces a
0 500 1000 new strategy to reactivate the symmetric cryptosystem

Figure 3: Encryption and decryption time and throughput's chart

called Vigenere Cipher to be used in the modern
cryptography  especially over electronic messaging.
Although, the encryption and decryption times of this
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method were reasonable and can be reduced with faster  [16] P.S.Narkhede, S.M. Ajabe,and Dandage, P. B. Zope,” A
computers. Review of Public Key Cryptography for Secure Communication
Using RSA,” presented at the National Conference
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